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1 Introduction  

1.1 Purpose 

The purpose of this guidance is to provide Buckinghamshire County Council’s 
Schools with advice to support them in the preparation of a school emergency 
response plan (ERP).  The purpose of the school ERP is to provide an incident 
management framework that will mitigate the impact of an incident / emergency 
affecting or threatening to affect the life and / or health of the school community 
both on and off the school premises.   
 
Planning is essential if emergencies are to be managed effectively. Trying to plan 
in detail for every possible scenario is both inadvisable and impractical.  A 
possible School Resilience Policy is included at Annex A which provides not just 
a strategic framework for Resilience planning, but also a generic risk assessment 
that could be used as an example.   

1.2 Scope 

The scope of this document is to provide School Resilience Planners with an 
understanding of: 

 The composition of a school emergency response plan. 

 The hazards / threats for which Schools should plan. 

 Several generic responses. 

 The Buckinghamshire County Council (BCC) response to School 
emergencies. 

 
The document may refer to Business Continuity Management (BCM), but this is a 
separate activity which focuses on the continuation of identified urgent activities 
rather than specific hazards or threats affecting life or limb.  It is a business 
management process, required by the Schools Financial Value Standard (SFVS) 
for Maintained Schools and organisational best practice. 
 
This guidance is targeted for BCC Maintained Schools although parts may be 
relevant for Academies, Independents or private schools. 
 
The guidance will provide information along the following themes (based on the 
principles of Integrated Emergency Management). 
 

 Anticipation 

 Assessment 

 Prevention 

 Preparedness 

 Response 

 Recovery 

1.3 Terminology 

The terms ‘Incident’ and ‘Emergency’ are often used interchangeably although 
they do have specific differences, mainly in scale of response with ‘Incident’ 
being at the least hazardous end of the spectrum.    
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2 Anticipation 

The rationale for having an ERP is based on best practice and duty of care.  BCC 
requires its schools to have both an ERP and (since 2012) a Business Continuity 
Plan (BCP) under the SFVS. 
 
There is a more specific argument under the Health and Safety at Work Act 
(1974) which requires a process of risk assessment, planning, training, exercising 
and review for any hazards or threats for any workplace, including a School. 
 
For Maintained Schools there is an implied duty under the Civil Contingencies Act 
(2004) that, being part of BCC, they are also required to have plans in place to 
manage the effects of an emergency at the school. 
 
However the most effective rationale is that within the school are vulnerable 
members of the community for whom the school management has a duty of care 
and all that can be done to protect them, should be done. 

3 Assessment 

3.1 Risk Assessment 

A possible Risk Assessment is provided in Annex A.  From this the following 
hazards / threats should be considered as a minimum: 
 

 Fire / explosion at the school 

 Accidental death or injury on school premises 

 Violent intrusion into the school – ongoing 

 Violent intrusion into the school – incident over 

 Multiple illness / contagious disease during school hours 

 Criminal threat reported in vicinity of school (but not yet on school grounds) 

 Industrial hazard / toxic plume in the vicinity of the school 

 Incident during school activities off the school premises (e.g. educational visit) 

 Accidental death / injury not during school hours and not on school premises 
 

The school resilience planner will need to identify other local hazards and 
conduct a risk assessment on these as per Annex A, Appendix 2.  Such hazards 
may include: 
 

 Floods from river / surface water 

 Severe weather (snow, storms, floods, dense fog, high wind, heat wave, 
drought) 

 Local industrial sites 

 Nearby major transport routes 

 Community hazards 
 

Within Buckinghamshire specific guidance is available for some of these types of 
emergencies and the relevant procedures should be followed where appropriate: 

 

 Guidance for off-site visits and related activities, with National Guidance and 
EVOLVE. 

 School Closures due to severe weather, heating failure, etc.  

 Risk Management in Educational Establishments for security, fire and building 
safety / maintenance issues. 
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 General guidance on post incident support and counselling through the 
Educational Psychology Service.  

3.2 Resource Assessment 

The school resilience planner should also make an assessment of what 
resources are available.  These might include: 
 

 Policies / Plans. 

 Staff (how many, skills, experience, training taken / needed). 

 Facilities (e.g. size, number of buildings, fabric of buildings, quality of shelter, 
availability of shelter, number of floors). 

 Communications (e.g. alarm systems in place, PA, intranet / extranet / 
internet). 

 IT (what available and where? Intranet / extranet). 

 Security (e.g. security survey, fences, CCTV, locks, etc) 

4 Prevention 

There are a number of activities that could be undertaken that might prevent an 
incident or emergency or at least mitigate the impact of an emergency taking 
place. 
 
These would include: 

 Fire Safety activities. 

 Health and Safety measures; hygiene. 

 Security measures (physical, e.g. fences, CCTV, locks etc or procedural, e.g. 
access procedures, ID Cards etc). 

 Infrastructure measures (design into new builds / extensions, e.g. two exit 
points in classrooms (with security measures), accessible assembly areas, 
accessible entry for fire engines, flood counter-measures if in a flood zone 
etc). 

 Clean and tidy areas (in order to more easily identify suspicious devices). 

 Establish a routine of ‘housekeeping’ within the school environment.  This is 
a familiarisation of what is normal in the classrooms, corridors etc, allowing 
an understanding of what is not normal.  Housekeeping checks should be 
made morning and night, when reoccupying the classroom after a break or 
on instigation of a lock-down.  They need not take too much time, but would 
allow a more effective check in the event of a bomb threat. 

 Training and exercising staff on policies and procedures – including the ERP, 
educational visit procedures and the BCP.   

 First aid training (consider both physical and psychological first aid, the latter 
especially for those members of staff travelling on school visits to remote 
locations). 

 Identifying security personnel / organisation to assist in searches if required. 

5 Preparedness 

The primary preparedness activity will be the preparation of the ERP followed by 
a regular, effective, training and exercise regime and review and maintenance 
regime. 
 
In order to complete the ERP, several details will first need to be explained and 
understood.  These include: 
 

 The response at the scene of an incident / emergency. 
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 The BCC response. 

 The Emergency Services and National Health Service response. 

 The Emergency Response Plan – aims and objectives. 

 The School Incident Management Team – roles & responsibilities. 

 Facilities. 

 Communications. 

 Identification of Mitigation Strategies for individual hazards / threats 

 Possible responses to an emergency – shelter Vs evacuation 

 Managing Casualties 

 Managing Fatalities 

 Parent liaison 

 Media liaison 
 
Once these are understood, the preparation of the ERP can be undertaken. 

6 Response at the scene of an emergency 

Note the scene of an emergency may be at the school or away from it. 
 
The teacher at the scene should: 
 

 Save life  

 Prevent further injury 

 Call emergency services 

 Account for students / staff – look after them 

 Inform the designated school emergency point of contact and / or the BCC 
duty Resilience Officer (see section 7 below) for emergencies. 

 Meet and brief the emergency services 

 Manage the incident as best as possible 

 Collate relevant information such as the location and time of the incident, 
numbers and details of those involved, summary of events, etc and at the 
earliest opportunity making a written record of these points.  

 Provide updates to the school emergency point of contact. 

7 The Buckinghamshire County Council response 

Buckinghamshire County Council has an educational and safeguarding 
responsibility for all children in the County.  It is also an employer for Maintained 
Schools with further related responsibilities. 
 
The Council has agreed that it will provide a level of emergency response 
assistance to Schools in the event of an emergency affecting those 
establishments.   
 
BCC provides a 24 / 7 emergency contact number for schools for use in the event 
of an emergency only (for example, fatalities or serious injury / illness of a child, 
or serious fire at the school).  This is not for ‘Incidents’ nor is it an administrative 
point of contact.   
 
Note that the emergency may take place either at the school where the head 
teacher may already have formed an incident management team, or away from 
the school, where the call would need to be made via one of the accompanying 
teachers.   
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The procedure for activating this emergency process would be for the teacher at 
the scene / school incident manager to: 
 

 Contact the Thames Valley Fire Services Control Room (TVFSC). 

 Ask for the BCC duty Resilience Officer to be paged.  

 Provide contact number, name, school name, school contact person (if 
appropriate) and a short summary of the emergency. 

 

 
TVFSC will then page the BCC duty Resilience Officer who will contact the 
appropriate member of the BCC Children’s Service1 who will in turn contact the 
initial caller and / or the school emergency contact. 
 
For less serious incidents, the BCC emergency contact procedure should not 
initially be used and instead the school emergency contact should be used.  That 
person should inform the Buckinghamshire Learning Trust (BLT) in working 
hours.  However, if the latter person needs to contact BCC out of hours it would 
still be possible to use the emergency contact, but this should be a last resort. 
 
Procedures are outlined in the diagram at Appendix 1. 

 
The further BCC response might include: 

 A BCC Children’s Service Officer to support and advise the School. 

 Setting up a response team to coordinate the BCC support to the School (but 
not to manage the School’s own internal response). 

 Support the overall media management strategy with advice and support from 
a BCC Communications Officer. 

 Emergency Management / BCM subject matter expertise. 

 Respond to requests for transport. 

 Liaise with partner agencies, including other relevant local authority services.  

 Provide welfare and emotional support to staff, pupils and parents, e.g. 
through the Educational Psychology Service or the Social Care Crisis Support 
Team. 

 For Maintained Schools – any support appropriate from an Employer, 
including legal, health and safety, financial and risk management advice. 

 Other support if requested and if possible. 

8 The Emergency Services and NHS response 

In a multi-agency response, the emergency services will set up an Incident 
Control Point at the scene.  This is the location from where all response activities 
are coordinated.  If at the school, the IMT should send a liaison officer to 
represent the school.   
 
The role of the Emergency Services and NHS may include the following: 
 

 Thames Valley Police: 
o Coordinate the multi-agency response to an emergency. 
o Facilitating access by other responders (e.g. by imposing traffic 

control, cordons etc). 

                                                 
1 Previous plans utilised the Buckinghamshire Learning Trust (BLT) as the initial responder, however the 

BLT will now (Jul 17) no longer provide an emergency response role, although they may continue to 

provide advice and assistance.   
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o Protection / preservation of scene. 
o External searches for Missing Persons (NB they will not search 

Schools in response to bomb hoaxes).  
o Body recovery. 
o Notification of fatalities. 
o Victim identification - acting on behalf of HM Coroner where fatalities 

have occurred. 
o Provision of Family Liaison Officers to bereaved families. 
o Liaison with the FCO in the event of overseas incidents.  
o Criminal investigation. 
o Counter-Terrorist Security Advisers (CTSAs) to advise on security 

issues (prevention). 
 

 Buckinghamshire Fire & Rescue Service: 
o TVFSC as BCC’s emergency contact point. 
o Fighting fires. 
o Search & Rescue within collapsed buildings. 
o Chemical incidents / spills. 
o Mass decontamination. 
o Protection of the environment (as far as reasonably practicable). 
 

 South Central Ambulance Service: 
o Immediate medical support at the scene. 
o Triage of casualties. 
o Hospital liaison. 
o Evacuation of casualties to designated hospitals (with A&E). 
o Initial NHS focal point. 

 

 Buckinghamshire Hospital Trust: 
o Designated hospitals with A&E. 
 

 Public Health England (formerly Health Protection Agency): 
o Providing specific health guidance and information.  
o Monitoring and investigating outbreaks of communicable diseases 

within the community.   
o Containing the incident and prevents / minimises further spread / 

escalation – screening, vaccination, immunisation and / or advice.  

9 ERP Aims and Objectives  

The aim of the School ERP is to provide a response framework in order to save 
life and prevent further injury to the school community in the event of a potentially 
life-threatening emergency. 
 
The objectives are to: 
 

 Identify key locations 

 Identify roles and responsibilities of individuals 

 Identify potential triggers for activation 

 Identify activation mechanism 

 Identify immediate actions of key staff / responders 

 Identify the means of communication 

 Identify strategies for managing specific incident types 

 Identify the means of control and coordination 

 Provide contact information 
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To do this will require planning and preparation.  This guidance document will 
also provide an understanding of this process.   

10 School staff roles & responsibilities 

There are several roles that need to be undertaken during the response.  These 
include: 
 

 School Points of Contact 
o School contact (administrative, includes out of hours, for trips) 
o Emergency point of contact 

 Incident Management Team 
o Incident Manager 
o Deputy Incident Manager 
o Parent Liaison 
o Media Liaison 
o Logistics coordinator 
o Administration / Loggist 
o School liaison officer 

 
These will be considered in more detail below. 

10.1 School Points of Contact 

The School should consider identifying two separate points of contact, each with 
a specific role. 

10.1.1 School Contact 

The School Contact is an administrative point of contact for school visits – 
normally a school senior manager who will be based at the school or in the 
locality (including during school holidays) for the duration of the visit.  This person 
would be aware of what trips are where, with whom and how to get in contact 
with them.  They should have access to the EVOLVE trip website (for Maintained 
Schools).   
 
In the event of a minor incident (see section 7) the school trip leader should first 
contact this person.   

10.1.2 Emergency Point of Contact 

The emergency point of contact is the designated point of contact for alerting the 
school of an emergency during working hours.  The individual responsible for this 
should: 
 

 Have access to all emergency procedures / contact information 

 Contact emergency services if not already done. 

 Activate alarms, if appropriate. 

 Contact Incident Manager (if not the same person) / Incident Management 
Team 

 Ensure the emergency services are met on arrival, provided with a floor plan 
and taken to the appropriate locations. 

 If in a position such as a reception – must ensure position / phone staffed at 
all times 

 Maintain a copy of the day’s register. 
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It may be appropriate that the designated Incident Manager (see below) is the 
Emergency Point of Contact.  In such circumstances, the School might consider 
acquiring a mobile phone with a specific number that is unused except for this 
single purpose.   

10.2 Incident Management Team 

The Incident Management Team is the Team that will manage the School 
response to an incident or emergency.  This team needs to establish itself as 
quickly as possible without compromising the safety of pupils (if during school 
hours).  
 
The size, role and responsibilities of this team will vary according to the nature 
and circumstances of the incident.  It is the school’s responsibility to determine 
the appropriate level of response for an incident and to select the necessary roles 
to achieve this.  
 
Suggested roles and responsibilities for the school’s Incident Response Team 
include:    
 

Role Responsibilities 

Incident 
Manager  

 Activate the Incident Management Team and confirm 
roles.  

 Manage the emergency response of the School. 

 Collate all relevant information relating to the emergency. 

 Assess the impact of the emergency and act on findings. 

 Consider the need to alert school community, other 
colleagues and external agencies.  

 Ensure appropriate liaison with external organisations.  

 Brief the Head of Governors. 

 Monitor the emergency response.  

 Provide regular staff / team briefings.  

 Authorise any additional expenditure. 

Deputy 
Incident 
Manager  

 Assists Incident Manager.  

 Ensures remainder of School kept informed. 

 Drives “Business as Usual” – provision of normal 
schooling where possible. 

 Monitors staff welfare and organises staff roster.  

 Be prepared to lead on Business Continuity Management. 

Parent Liaison   Provides information to parents under direction of the 
Incident Manager.  

 Provides a point of contact for parents. 

 Arranges on site co-ordination of visiting parents.  

 Maintains regular contact with parents where appropriate. 

 Consider two people to undertake this activity.  

Media liaison  Provides information to Media under direction of the 
Incident Manager.  

 Acts as point of contact for media enquiries.  

 Works with the County Council’s Communications team to 
prepare media statements / interviews.  

 Assists with internal communications.  

 Monitors media. 

 Consider two people to undertake this activity. 
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Facilities 
Manager  

 Ensures site security at all times.  

 Provides information about site facilities / layout as 
necessary.  

 Assists with access to and exiting from the school. 

Administration  Provides admin support to the Incident Manager and 
Deputy Incident Manager.  

 Maintains a master log of key events and decisions, 
including expenses incurred.  

 Helps to collate information.  

 Relays incoming and outgoing messages by telephone, 
fax, email, etc in a prompt manner.  

Teachers   Maintain supervision of their pupils. 

 Ensure the safety and security of pupils.  

 Provide information and offer reassurance.  

 Monitor pupils’ physical and psychological welfare.  

 Prohibit the use of mobile phones unless the 
circumstances demand. 

Liaison Officer    Represents the school at the County Council and / or an 
Incident Control Point (ICP). 

 Communicates with colleagues at the school on a regular 
basis and receive updates / progress reports.  

 Relays information to and from the County Council / ICP. 

 
It is important that the names and roles of those forming the Incident 
Management Team are known to all members of staff to minimise confusion and 
risk of duplication of tasks.   
 
Staff nominated for an emergency response role should be trained to an 
appropriate level.  
 
Staff may also be issued with action cards that can be used as an aide-memoire / 
checklist in the event that they are asked to undertake their nominated 
emergency response role.  Action cards for those roles highlighted above are 
provided in Appendix 5.  
 
If the incident response looks likely to continue for a number of days it may be 
necessary to consider the support of supply staff to help continue daily routines 
whilst some members of staff are engaged in the incident response.   

11 Facilities / locations 

The School resilience planner will need to identify a number of facilities to support 
the response.  These include: 
 

 Assembly Area (e.g. for fire drills). 

 Alternate Assembly Area (e.g. if primary is inaccessible). 

 Incident Management Team (IMT) operations centre. 

 Alternate IMT operations centre. 

 RVP (rendez-vous point) for emergency services vehicles. 

 Primary and secondary access / egress for vehicles. 

 Lockdown / shelter locations within school. 

 External place of safety / “buddy school” (preferably over 500m away from 
school). 
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 Secondary Command and Control location (or IMT operations centre) at the 
place of safety / “buddy school”. 

 The route to external place of safety needs to be identified. 

 Parent reception locations – at the school and the place of safety / “buddy 
school”. 

 

 
 
The IMT operations centre should be accessible with sufficient telephones and IT 
connectivity to undertake the task.  Consider allocating one phone for incoming 
calls and retain another for outgoing calls.  All requisite equipment should be 
prepared in advance and kept in the operations centre.  An emergency kit should 
also be prepared in case the IMT operations centre cannot be used (section 22). 

12 Communication & Information Sharing 

12.1 Overview  

Communications can be considered on two levels: 
 

 Warnings 

 Means of alerting within the school. 

 Means of communicating / passing information between responders. 

12.2 Warnings 

There are several national warning systems that may be of use to schools.  
These are: 
 

 Flood Alerts / Warnings, provided by the Environment Agency, predominantly 
for buildings next to rivers, but can include groundwater flooding.  To find out 
whether a school is in a flood warning area and to subscribe to receive alerts / 
warnings, look at Flood Warnings Direct on the Environment Agency web site. 
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 National Severe Weather Warnings.  The Met Office provides information 
down to the Regional level on their website, informing of the likelihood and 
nature of severe weather.  Anyone can subscribe to receive Severe Weather 
Warnings by email. 

12.3 Alerting mechanism 

Fire alarms are the best known means of communicating an alert where all 
members of the school community can associate it with a prescribed action 
(evacuate to assembly area). 
 
Note that it is not always wise to use a fire alarm to evacuate for bomb threats 
unless the location of a suspect device is known and it is not next to an 
evacuation route (see section 13.1.1-2). 
 
The other primary response for which an alert is required is the lockdown (see 
section 13.1.2).  A sufficiently different variation on an alarm system might be 
used to signify a lockdown.   

12.4 Communicating information 

The ERP should identify a mechanism for communication during an emergency 
response, including: 
 

 Scene to Emergency services. 

 Scene to the emergency point of contact. 

 Scene to the BCC duty Resilience Officer (emergencies only). 

 Emergency point of contact to the Incident Manager / IMT. 

 Alerting mechanism (see section 12.2) 

 IMT to school community. 

 IMT to parents. 

 IMT to BCC. 

 IMT to emergency services / other responders. 

 IMT to Media. 
 
There are several means of communicating information during an emergency 
response.  These include: 
 

 PA system 

 Landline telephone 

 Fax 

 Mobile telephone (ensure phone chargers are available) 
o Voice 
o Text 
o Mass notification system 

 Intranet 

 Internet 

 Extranet 

 Email 

 Social Media 

 EVOLVE (educational visit web-based information management system) 

 Radios 
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12.5 Log-keeping 

All calls, both incoming and outgoing, should be logged (see Appendix 1).  The 
purpose of this log is to provide a written, chronological record of events and 
actions and should include:  
 

 Date and time.  

 Name of caller and role e.g. parent or organisation.  

 Nature of the enquiry/message.  

 Response given.  

 Return number, if applicable.  

 Further action taken as a result of the call.   
 
A decision log should also be kept.  The purpose of this log is to ensure that all 
decisions taken by the IMT are recorded in context and with the rationale for the 
decision.  This should include: 
 

 Date / Time 

 Decision-maker 

 Decision 

 Context and rationale 

 Log-keeper name 

13 Activation Mechanism 

The school emergency plan should detail the mechanism for activating the plan.  
This should include: 
 

 Criteria for activating the plan 

 Confirmation of who has the authority to activate the plan 

 The procedure for activating the plan 

13.1 Criteria for plan activation 

The plan should list the criteria (triggers) for activating the plan.  These may 
include: 
 

 Any serious incident or emergency that causes or threatens to cause, an 
injury to a child or member of staff resulting in hospitalisation whether on the 
school premises or on a school trip. 

 Any incident or emergency that results in the emergency services being 
called onto the school premises. 

 Any serious incident or emergency that occurs on a school trip. 

 Any significant threat, whether perceived or real, that may pose a danger to 
members of the school community during school hours or during the period 
when children are arriving at, or leaving school. 

 Any fatality or serious injury to a member of the school community outside of 
normal school hours. 

 Any outbreak of contagious illness that threatens to spread to more than one 
specific group. 

 Any fire evacuation from the school. 

 Any other incident or potential incident that the Head Teacher or nominated 
authorised staff member may consider requires a coordinated response. 
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13.2 Decision-maker for plan activation 

The plan should specify who has the authority to activate the full plan, noting that 
parts of the plan will be activated based on the circumstances of the situation.  
This should predominantly be the Head Teacher who will have the role of the 
Incident Manager.   
 
Alternate Incident managers should be identified (and trained) in order that there 
is sufficient resilience. 
 
The Head Teacher should not be absent from the school without identifying an 
alternate individual to hold this responsibility. 

13.3 Activation Procedure 

The plan should detail a procedure for activation.  This should include: 
 

 Process of being alerted of an incident / emergency – alert being received by 
the emergency point of contact. 

 Process by which the emergency point of contact (if not the Head Teacher) 
alerts the Head Teacher / Incident Manager. 

 Confirmation that this meets the activation criteria. 

 Mental assessment of the situation. 

 Decision to activate the plan in full or delayed (e.g. next working day). 

 Process of calling in the IMT and informing the school (e.g. activate lock-
down alarm). 

14 Identification of Mitigation Strategies for hazards / threats 

During the planning process, the school resilience planner should consider each 
hazard or threat individually in order to identify appropriate measures that can be 
put in place to mitigate an emergency. 
 
Workshops with key staff are a useful way of undertaking this activity.  Consider: 
 

 The implications individually by hazard or threat (see Section 3.1 for list). 

 How might this hazard or threat manifest itself at your school? 

 What would be the immediate actions of the school / school community at the 
scene? 

 How best to raise the alarm? 

 What would be the immediate response of the Incident Manager or IMT? 

 What would be the best overall response? 

 How might you communicate the IMTs decisions? 

 How might you manage parental expectations? 

 How might you manage the Media’s expectations? 

 If casualties / fatalities are possible, how would the impacts be managed? 

 What should the school community do next? 

 Where would all this happen? 
 
The output of this planning would be: 
 

 Key information identified that can be directly written into the ERP. 

 A pattern of response that is appropriate for most emergency types (e.g. the 
decision to shelter or evacuate, the best location for IMT operations centre). 

 Greater understanding by staff of the likely hazards or threats and the ERP. 

 Ownership of the ERP. 
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15 Evacuate / Shelter 

For on-site emergencies, there may be variations in the response, but there are 
essentially two options available to the school community – to evacuate or to 
shelter.   
 
A variation on the two is when the school is large enough that a part of the school 
can be evacuated but the community does remain on the school premises.  This 
can be known as “invacuation” and is covered in section 15.5, as the school 
remains occupied.   
 
Note that although a school may be of sufficient size to allow for invacuation, 
evacuation plans are still required. 

15.1 Evacuation  

Evacuation is the most appropriate course of action when it is safer to move 
away from the school than it is to stay there.   
 
Some examples of circumstances when it may be appropriate to evacuate a 
school include fire evacuation, explosions, gas or chemical leaks within the 
school, or substantial damage to the building caused by structural failure or 
severe weather.   
 
In some circumstances, evacuation following the normal fire evacuation 
procedures may not be advisable - for example, a viable bomb threat where the 
suspicious package is next to a fire exit.  In such circumstances (and concurrent 
to the bomb threat being validated) a shelter procedure may be quickly used – 
the ‘lock-down’ (see section 15.3) prior to a controlled evacuation using an 
alternative route. 
 
For evacuation, consider:  
 

 Should staff and pupils follow the usual fire drill procedure?  

 The school / class register should be taken. 

 Pupils with disabilities should be escorted.   

 A designated member of staff should take the emergency kit with them. 

 Assembly points – ensure you have a secondary assembly area in case the 
primary location is unavailable. 

 Once the evacuation is completed ensure that all staff and pupils are 
accounted for.  

 Where possible, the Incident Management Team should be formed in a pre-
designated location and roles clarified.  

 The IMT Emergency Kit (see section 23) should be collected and brought to 
the IMT.  

 A designated member of staff should await the arrival of the emergency 
services in a safe place.   

 Pupils should be reassured and kept under supervision.    

 No one should re-enter the building unless the emergency services have 
given the all clear. A member of the IMT should be responsible for receiving 
and relaying this authorisation to staff and pupils.  

 
If cleared for re-entry: 

 Account for all pupils once inside the building again.  

 Check that no unauthorised persons gain entry.  
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 Rooms should be rechecked to make sure there is nothing amiss.  

 Debrief and reassure pupils.  
 
In the event that the school cannot be reoccupied and that the school community 
cannot remain in the assembly area (due to hazard, emergency service response 
or adverse weather) the school must identify a place of safety.  This may be any 
suitably sized accommodation in the vicinity of the school (walkable distance) but 
not too close, in case the reason for the further evacuation also affects the place 
of safety (500m is a useful guide). 
 
Possibly reciprocal arrangements may be made with a neighbouring school to 
take staff and pupils there during an evacuation or if the school needs to be 
closed. Parents may be advised of this location in advance.   
 
If re-entry is not authorised: 

 Inform the County Council, if you have not already done so.  

 If appropriate, move the school community to the designated place of safety / 
“buddy school” as per the ERP and, depending on the ERP, continue 
education or activate school closure procedures. 

 If parents are collecting children from a buddy school, clear location details 
should be given to parents.  

 Alternatively, if parents can still collect children from the school site, consider 
whether there are any restrictions in access to the premises or parking 
facilities that need to be communicated to them.  

15.2 Shelter 

The alternative to evacuation is shelter.  A sheltering solution would be used 
when it is safer to stay in the school than to move away from it.   
 
Examples of when a sheltering response is appropriate would include 
emergencies where the threat is external (e.g. criminality, smoke / chemical 
plume) or where the hazard needs to be contained (e.g. contagious illness).   
 
A sheltering solution is also a useful mechanism to gain control over a situation, 
part of which is to ensure the immediate safety of the school community.  This is 
best achieved using the ‘lock-down’ process.  Once control is gained, other 
appropriate measures can be undertaken, including evacuating. 

15.3 ‘Lockdown’ Procedure  

Where there is a threat from either an intruder on the school grounds or within the 
vicinity of the school, the school may instigate a lockdown procedure.   
 
A recognisable signal is required to instigate lock-down procedures and must be 
clearly distinguishable from the fire alarm / evacuation signal. Suitable signals 
might be the use of a different ring pattern and tone for the school bell, a PA 
system, a hand bell or air-horns.  
 
Lockdown procedures should be practised from time to time so that staff and 
pupils are familiar with them.  Consider:  

 

 Signal for commencing lockdown procedures.  

 Staff should ensure pupils are moved into classrooms or safe areas.  

 Lock doors (ensuring member of staff within the locked room), close windows 
and blinds, also on any indoor windows.  
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 Keep pupils seated away from windows and doors. There may be 
circumstances when it is best to sit on the floor, under desks or against the 
walls, possibly out of sight of any internal windows. 

 No one should be allowed out of the classroom or safe area during a lock-
down procedure.  

 Pupils should, where possible, be engaged in a quiet activity or game and 
should be kept calm.    

 Pupils should not be allowed to use their mobile phones except to call 999 in 
the event of a real threat. 

 Non-teaching staff should, where possible, assemble in a pre-designated 
room to form an Incident Response Team.   

 If children are in another room (e.g. toilet) they should be instructed to return 
to their classroom immediately. 

 If children are outside when the signal for lockdown is given, teachers and 
supervisors should consider taking them into the nearest hall or building that 
can be secured. If this is not possible, pupils may be asked to hide, disperse 
or take cover if this will ensure their safety.  

 The need to communicate with teachers in classroom – consider using mobile 
phones or other means of technical communication (e.g. email, intranet, 
radios) - if it is safe to do so, ‘runners’ could be used for this task.  

 Once in lock-down, teachers should organise a ‘housekeeping’ check of their 
location, identifying any items that would not be expected in that location.  
This is of especial benefit if they undertake the same housekeeping check at 
the start and finish of each day – a recommended procedure. 

 Signal for giving the all clear.  
 

Note that all rooms should have a second form of emergency exit available to 
them, in case the primary exit point is unavailable.  

15.4 Management of Infectious Diseases / Multiple illnesses 

In the event of an infectious disease outbreak or the sudden onset of illness in 
multiple cases, the teacher at the scene should: 
 

 If the illness appears to be a threat to life, call 999 and request an 
ambulance(s). 

 Adopt an isolate and segregate policy.  Isolate those who are symptomatic 
from those who are not and segregate those who have been in the vicinity of 
the symptomatic (e.g. the rest of the class) from the remainder of the school. 

 Inform the duty emergency point of contact. 
 

The further response should: 

 Inform the incident manager (if not the same). 

 Ensure someone available to meet the Ambulance Service and lead them to 
the incident. 

 Lock-down the remainder of the school to prevent any spread (temporary 
quarantine). 

 Ring the local Public Health England (former Health Protection Agency) for 
advice. 

 Inform the County Council. 

 Depending on the situation, be prepared for a Fire & Rescue Service Mass 
Decontamination presence. 
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15.5 Invacuation / Safe Haven 

If the school is sufficiently large enough an invacuation procedure may be 
prepared.  This may also be a requirement if there is a specific known threat in 
the vicinity of the school (for example a COMAH2 site).  If sheltering is the 
advised course of action to mitigate the specific hazard, appropriate locations 
should be identified within the school.   

16 Response to a bomb threat 

Bomb threats are an unfortunate, but not uncommon event in any organisation 
including schools.  Whether the threat is a hoax or real, a bomb threat is a major 
disruption to school business and a swift, effective and efficient response is 
required.  Note that making a bomb threat, even a hoax, is a criminal activity.  
 
There are some things that can be done to prevent and prepare for such an 
incident – see section 4. 
 
In the event of a bomb threat, consider the following response (noting that 
several of these activities are concurrent): 
 

 Recipient records details on telephone bomb threat proforma (if phone)3 

 Inform emergency point of contact / incident manager 

 Inform Police - Initial Assessment – Lockdown 

 Teachers & staff – ‘housekeeping’ check - report back to Incident Manager 

 Inform staff  

 Staff member to RV with police officer / PCSO 

 Further assessment / liaison with police / decision by Incident Manager (and / 
or IMT) 

 Update staff 

 If decision is to evacuate: 
o Evacuate to chosen location via selected route 
o Further search of premises 
o Liaison with police 
o Reoccupy or early closure 
o Ongoing liaison / management with police 

 
The responsibility for the response remains with the head teacher (incident 
manager) although the Police should attend to provide advice. 
 
Note the Police will not search the school.  The school should consider identifying 
trained security personnel in advance who may be able to undertake this activity 
in the event of a bomb threat. 

17 Immediate response to an incident / emergency on school premises 

The staff member witnessing or first discovering an incident will be responsible 
for initiating the immediate response:  
 

 Summon help / call the emergency services (dial 999). 

                                                 
2
 COMAH – Control of Major Accident Hazards Regulations (1999) – refers to a site which contains 

significant amounts of certain dangerous substances / gases whose operators are required to have an 
off-site plan to cover areas that may be affected by any leak off-site.  Those that may be affected fall 
within a Public Information Zone (PIZ) and should be made aware of any hazards, off-site plans and be 
given appropriate advice.  Currently there are no such sites in Buckinghamshire. 
3
 Counter Terrorist Protective Security Advice – National CT Security Office (NACTSO), p. 72 
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 Instigating fire drill procedure.   

 Alerting the Incident Manager via the emergency point of contact.  

 Securing the immediate welfare of pupils and other staff.  

 Taking charge at a scene until the emergency services arrive and / or the IMT 
assumes control. 

 Recording relevant information such as the location and time of the incident, 
numbers and details of those involved, summary of events, etc.  

 
All involved should start a log of their activities and key details. 
 
Emergency Point of Contact and IMT response: 
 

 Alert received by school emergency point of contact. 

 Contact Head Teacher / Incident Manager (if not the emergency point of 
contact). 

 Incident Manager assesses situation and formally activates the ERP. 

 Ensure emergency services have been summoned / met 

 IMT undertakes specific activities identified in the plan 

 Impact assessment 

 Further actions based on assessment 

 Confirm response at the scene appropriate 

 Liaise with BCC School Improvement Manager and Communications Officer. 

 Send a school liaison officer to the Incident Control Point, if set up. 
 

An impact assessment should help to identify the extent and scope of the incident 
and refine the most appropriate response: 

 

 Confirm the aim – save life / prevent further injury 

 What is the hazard? 

 Where is the hazard? 

 Where is the scene? 

 Who are affected? 
o Directly involved – students and staff. 
o Siblings of those directly involved. 
o Parents of those directly involved. 
o Close friends of deceased / injured. 
o Other members of school community – consider especially class; 

teams; societies; girl / boyfriends; those who have suffered similarly in 
the past; etc. 

 Where are the school community? 
o Directly involved 
o Remainder of school community 

 Are there injured and are they receiving help? 

 Possible further consequences of the hazard? 

 Media interest? 
 

An impact assessment can be repeated regularly to ensure that there are no new 
changes to the situation. 

18 School staff member response to an incident / emergency on a trip  

Details of the procedures to be followed and supporting guidance are contained 
in, ‘Guidance for off-site visits and related activities with National Guidance and 
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EVOLVE’.  Group Leaders should take a copy of the full procedures with them on 
any off-site activity.    
 
Educational visit information is kept on the EVOLVE website, which also provides 
a means of messaging – an alternate method of communication. 
 
In the event of an emergency away from the school, the process is very similar.  
The initial response is: 
 

 Save life  

 Prevent further injury 

 Call emergency services 

 Account for students / staff – look after them 

 Inform the school emergency point of contact / duty RO (if appropriate). 

 Meet and brief the emergency services 

 Manage the incident as best as possible 

 Consider benefits of confiscating mobile phones until situation has become 
clearer and IMT have agreed.   

 Consider asking students to write statements of the incident.  
 
Be prepared to provide the following information to the School Improvement 
Manager / school contact when they call back: 
 

 Reconfirm your name and name of your school.  

 Reconfirm most appropriate contact information – if different and any extra 
means of contact including email if available.  

 What has happened? 

 When? 

 Where did it happen? 

 Who is involved from the school community and what is their condition 
(including casualties)? 

 Who is responding and how? 

 What is now happening? 

 Contact details for adults with other members of the party (e.g. hospital). 

 Adult / pupil ratios in all relevant locations. 

 Any specific requests to support the school? 

 Contact Information? 
 
A log of actions taken and conversations held should be maintained by the Group 
Leader who may also seek further details of the incident, how and why it 
happened, so far as can be established.  This is important – the information will 
need to be reported to the County Council at a later stage. 
 
The response of the IMT will be similar to section 16 though with the benefit that 
school operations can continue unaffected. 
 
Depending on the circumstances, a Home Support Team might be established by 
the school, involving the incident manager and / or other senior staff, possibly on 
the school premises, to provide a contact point for information exchange and 
support for all families.  
 
Support and counselling will be arranged, as appropriate, for pupils and staff.  
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19 Managing Casualties 

In the event of an emergency the key priority is to save life and prevent further 
injury.  Summoning the Ambulance Service immediately is critical.  An ability for 
anyone at the scene to undertake effective first aid may also prove critical in the 
first few minutes.   
 
If in a school, the IMT should ensure that someone meets the Ambulance and 
escorts the officers to the scene as quickly as possible.  If away from the school, 
also consider meeting the ambulance if the scene is not directly accessible. 
 
As stated in Section 8, the ambulance service will provide immediate care at the 
scene and then evacuate the casualty to the nearest A&E department which has 
space.  If there are multiple casualties they will be triaged into Priorities based on 
their medical condition and again evacuated in priority order.  Not all casualties 
will be expected to go to the same A&E department as they may not have the 
capacity available to deal with more than a certain number of Priority 1’s or 2’s.    
 
In the event that there are multiple casualties but no obvious cause the 
ambulance service may adopt a more cautious approach as there could be a 
threat to themselves and any future attending officers.  Possible causes of this 
may be a gas or chemical leak.  Such an approach may require the attendance of 
Fire & Rescue and Police and may also include mass decontamination of those 
affected / involved. 
 
The ambulance service will record who has gone to which hospital and should be 
able to provide this information to the school IMT who will need to inform parents 
/ family (e.g. of staff). 

20 Managing Fatalities 

In the event of any fatalities among the school community, the emergency 
services will most likely be present.   
 
The police would treat the scene as part of a criminal investigation and the 
deceased would need to be formally identified and cause of death confirmed by 
HM Coroner.  With multiple fatalities, this may take some time.  Once formally 
identified the next of kin would be able to view the deceased. 
 
The deceased remain at the scene until they are authorised to be moved by HM 
Coroner. 
 
The police have the responsibility for informing the parents / family of the 
bereavement.  They will provide Family Liaison Officers to the bereaved family, 
whose role is to inform the family of the various processes that are going on (e.g. 
the identification process, the inquest etc). 
 
The impact on the school is that parents will need to be managed carefully and 
considerately.  Parents of injured children would already be being advised to go 
to hospitals.  Parents of children not directly affected might be kept separate from 
those who are directly affected.  Parents of children directly affected but not 
casualties / fatalities should be reunited as soon as possible.  Those remaining 
are more than likely to have been bereaved and they will need all the care and 
consideration that can be provided, including a level of privacy according to their 
wishes.    
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The school ERP should include: 

 Locations for holding parents and reuniting them with their children. 

 A plan for reuniting them (possibly normal collection procedures). 

 A process for informing parents which hospital a child has been sent to. 

 Locations for bereaved parents.  

 A process for keeping parents informed in the event of an emergency away 
from the school – both on a local trip and a more distant / overseas trip. 

 A process for informing the remainder of the school community. 

 A process for engaging educational psychologists to advise on appropriate 
steps. 

21 Parents / Guardians  

Communications with parents is vital throughout to allay fears and to minimise 
disruption or panic. The proposed IMT structure suggests a dedicated Parent 
Liaison officer / team, the purpose of which is to provide information to all parents 
under the strategic direction of the Incident Manager.   
 
As a matter of policy, parents should be provided with sufficient information about 
the emergency plan in advance of any emergency.  This is most easily achieved 
via a restricted use Internet site.  Parents will need to be advised on issues such 
as: 
 

 Keep next-of-kin information up-to-date. 

 How they will be kept informed if an incident / emergency takes place (e.g. 
Web page, Facebook page, local radio station, direct contact). 

 Emergency closure and collection arrangements. 

 Designated place of safety. 

 Alternative collection arrangement plan. 

 Confirming procedures for collection by people other than parents. 

 How to contact the school in the event of an emergency (parent liaison team). 
 
To ensure that contact details are accurate parents / guardians should be asked 
to update these regularly, including lists of authorised personnel who can collect 
their children during an emergency.   

22 Media Management  

22.1 Media and Social Media 

In the event of an emergency, the Media – local, national and maybe even 
international – may be interested.  In some circumstances, the Media can be 
helpful – for example, by helping pass information to parents and the community.  
However, even at their most docile, the sheer scale and demand for information 
can lead to extreme pressure. 
 
The scale of the problem is increased with the availability of Social Media.  Again 
this has its benefits as an effective means of communication.  There are three 
groups of users – parents / family, the official Media and the rest of the world. 
 
The school should ensure that it has its own official Social Media pages 
(restricted where necessary) and that parents are registered.  This provides an 
opportunity for parents to be briefed and to raise issues.  Bear in mind that 
although access is restricted, it would not be impossible for others to see this 
information – i.e. it is not secure.  Issues / concerns raised by parents can be 
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addressed by the Media liaison officer directly to the Incident Manager and 
hopefully resolved. 
 
More generic messages can be put on the open access social media pages.  All 
should reflect the overall strategic message agreed by the Incident Manager, 
BCC Communications Officer and the Media liaison officer.   

22.2 Media Management in the ERP 

The proposed IMT structure suggests a Media Liaison officer / team whose role 
will be to pass information to the Media, under the strategic guidance of the 
Incident Manager, and respond to issues raised by the Media.  The officer should 
also monitor the reports being put out by the Media with a view to ensuring that it 
remains factual and accurate.  If possible, the designated Media Liaison officer 
should have some basic Media training.   
 
The ERP should identify a spokesperson who need not be the Media Liaison 
officer.  Consider the head teacher (if available, noting she / he may already be 
busy, or a Governor). 
 
The Media Liaison officer would be supported by a Council Communications 
Officer who can provide support and guidance into managing the Media.   
 
No information should be released without agreement from the Incident Manager.  
Maintained schools should liaise with the Council Communications Officer first.  If 
other organisations are involved, such as the Police, it is necessary to coordinate 
the messages being released to ensure that remain appropriate.   
 
In order to provide something to the Media quickly, consider holding a virtual 
media pack that can be sent to Media outlets quickly.  Such a pack will contain 
basic details of the school and key staff and can be combined with a pre-
prepared holding statement.  Such a holding statement should: 
 

 Confirm that an incident has taken place. 

 Confirm that the school, emergency services and Council are responding. 

 Confirm that the school will provide a further update within (specified) 
minutes. 

 Confirm the media pack availability as an attachment. 
 

Further statements should again be kept factual, but more information will be 
available that can be made known.  Again information should be coordinated with 
other responders: 
 

 Time and location of the incident.  

 What the factual consequences have been (“two children (not named) from 
this school have been taken to hospital following an incident in the playground 
involving a bicycle”).  

 Summary of the action being taken by the school (perhaps together with other 
agencies) to control the situation and / or mitigate the consequences.  

 Counter any rumour/speculation that you are absolutely certain is untrue. 
Otherwise, do not get drawn into a debate.  

 Set a time for the next update.  
 
Media coverage should be monitored for accuracy and any inaccuracy should be 
corrected (the County Council’s Communications Officer will assist with this).  
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Such responses must be rapid, accurate and meet media deadlines to ensure 
balanced media coverage.  
 
Avoid speculation as to the cause, who may be to blame or how it might have 
been avoided in the first place. 
 
No Media should be allowed on the school site, although they will want to get TV 
shots of the school.  The ERP should identify a Media Information Point outside 
of the main school and away from parents and the school community, respecting 
the privacy of the children, where the Media can be briefed in person.   
 
If the event continues and a formal press conference is required, the Council 
Communications Officer will assist the school in setting this up and finding an 
appropriate location.  

23 Emergency Kits  

Consider storing a small emergency kit on site that can be collected by a 
designated member of staff / member of the IMT.  Useful items may include:  

 

 Mobile phone (e.g. Pay as You Go) with mains and car power leads.  

 High visibility vests / ID badges for members of the IMT.  

 Whistle.  

 Torch and batteries. 

 Blank log books; clipboards (and waterproof cover, such as a see-through 
plastic bag). 

 Contact list of essential numbers.  

 Emergency Plan / Business Continuity Plan. 
 
This should be stored in a secure but accessible location, ideally in easy reach of 
any other information that may be of use, for example, class registers, bus/coach 
lists and items such as the first aid box and any specialist medicines for pupils 
e.g. asthma inhalers.  

 
Mobile phones may also need occasional use to ensure that they stay “live” on 
the network. Plenty of credit should also be maintained on Pay As You Go 
phones. In order to ensure that mobile phones will work in an emergency, and 
are not disconnected from the network through lack of use (as is often the case 
with pay as you go mobile phones), schools may wish to consider using the 
emergency mobile phone on a monthly basis to make some calls.  Alternatively 
staff could use personal mobile phones and claim the cost of calls back through 
expenses.  
 
Classrooms should also have a small emergency kit, similarly made up.   

24 Finances  

Consider who will authorise additional expenditure, to what limits and how 
emergency funds will be accessed.     
 
A written record of all expenditure must be maintained.  

25 Business Continuity Management 

Business Continuity Management (BCM) is the management process that 
focuses on the continuation of pre-identified “Mission Critical Activities” (MCAs) 
within an agreed timeframe in the event of an internal disruption and the phased 
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return of all other activities as part of the return to normal service delivery.  It is 
NOT about continuing all activities and it is not targeted against a specific hazard 
or threat.   
 
Annex A provides more information on BCM including the manner in which 
MCAs are identified by the school.   
 
It also provides information to manage the school expectations of what support 
they will get from the Council. 
 
The product of BCM is a Business Continuity Plan (BCP).  This BCP will be of 
particular use in the event of an emergency to ensure that those activities that 
are essential to the school can be continued, which will mitigate the impact on 
the school in the long term.   
 
Within the proposed IMT structure, the Deputy Incident Manager has been 
proposed as the responsible officer to manage the remainder of the school and, 
if required, the implementation of the BCP. 

26 Recovery 

The effective management of an emergency involves providing support after the 
event as well as during the initial response phase.  The Recovery from a 
significant emergency can be expected to take years – to the extent that 
significant anniversaries are still remembered long after the event.  Needless to 
say the level of work required by school management does reduce, especially 
after the last affected child has left the school.   
 
In the phase immediately after the emergency response is over, the team that 
made up the IMT will continue to be busy, although the activity may be 
coordinated by regular (daily / weekly) meetings rather than non-stop in the 
operations centre.   
 
Aspects of recovery that may need considering include: 
 

 Debrief – identify lessons to learn 
o Once the response is complete, a structured debrief will provide an 

opportunity for everyone involved to review their actions, thus 
identifying what went well along with areas for improvement. Pupils, 
parents and staff should also be given additional opportunity to 
feedback into the debrief process.  

o The output from the debrief can be used to modify, revise and update 
the ERP. 

o The Council Resilience Team will be able to provide advice about 
managing a debrief if required. 

 

 Educational Psychology Service 
o The County Council has an Educational Psychologist Service who can 

provide professional advice to schools on the psychological impact of 
the emergency, the potential victims and how best to manage their 
individual recovery. 

o If required and appropriate, they would be available to support 
individual children and their families requiring support. 
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o They can provide psychological first aid advice that will help staff, 
parents and other children understand the normal response to 
abnormal events and how they may display themselves in behaviour. 

 

 Impact Assessment 
o The IMT should make an impact assessment of the situation, this time 

with a focus on the medium to longer term in order to identify a proper 
way forward.   

o Educational Psychologists can be used to help identify a most 
appropriate way forward for the school and indviduals. 

 

 Management structure 
o Depending on the outcome of the impact assessment, there may need 

to be temporary or permanent changes in the management structure 
of the school to incorporate solutions.   

o This may include allowing the children to agree specific staff as key 
supporters or to have a senior management team whose role is to 
monitor and support the childrens’ recovery.  

 

 Practical support 
o In the immediate aftermath, simple practical support such as money, 

clothes may be required.  This may also be the case for families who 
have been required to unexpectedly spend money due to the 
emergency. 

o Provision of quiet rooms within the school to allow affected children an 
opportunity for privacy if required and a management system that 
allows this to take place. 

o Management may need to liaise with other schools in the area (or 
further afield) in respect to siblings of those affected or when pupils 
move from one school to another. 

 

 Media 
o The National / International Media spotlight may remain on the school 

for a while until distracted by the next crisis.  Local Media are likely to 
remain for longer.   

o Significant events linked to the emergency may prove interesting to 
the Media.  Consider events such as the reopening of the school, 1st 
day back of injured children, Memorial services, Memorials, HM 
Coroner inquests, HSE investigations, anniversaries and so forth. 

o The Head Teacher should ensure there is continuing liaison with the 
Council Communications Officer during the Recovery phase. 

 

 Support Centres 
o The educational psychologists will provide advice on the level of 

support required for each individual child.  This will be integrated with 
the Council’s Children & Young Peoples Service. 

o It may be suggested to have some practical support provided within 
the school (quiet rooms etc, see above). 

o Staff may also need support and this can be gained either by the staff 
approaching their GP, but the school may decide to take a more 
proactive approach and ask for advice from the Council’s Adults & 
Family Wellbeing Portfolio (via their School Improvement Manager). 

o It is possible that the Council will set up a Support Centre for the wider 
community, depending on the circumstances of the emergency. 
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 Renovating: Reopening; Re-housing; Rebuilding 
o If the school was damaged then it may have to be closed for 

renovation.  This should be covered by school Insurance.  The head 
Teacher should liaise with the Council SIM and school facilities staff. 

o Reopening the school following closure due to an emergency will have 
several issues.   

 Consider the impact of reopening on the pupils and staff.  Seek 
advice from the educational psychologist.  Consider the most 
appropriate procedure – perhaps a special Assembly. 

 Reopening may attract Media attention – liaise with the Council 
Communications Officer. 

 Consider how the Community may be affected and how they 
may be incorporated into the reopening, if appropriate (for 
example, if there was particular community support following 
the emergency, this may want to be recognised). 

 

 Management of Memorial Funds 
o It is possible that members of the public will want to make donations 

into a Memorial Fund. 
o The British Red Cross Society are able to provide a Disaster Fund 

management service that would help the school manage any 
Memorial Fund for major emergencies. 

 

 Inquests; investigations; litigation; public inquiries 
o There may be several legal implications following an emergency. 

 HM Coroner will need to open and complete inquests if there 
are fatalities. 

 The police will need to make appropriate investigations, 
depending on the circumstances of the emergency. 

 Other organisations / agencies may be required to investigate 
(for example, HSE, Air Accident Investigation Board, Rail 
Accident Investigation Board etc). 

 Criminal or Civil litigation may follow. 
 The government may require a public inquiry into the 

emergency. 
 

 Anniversaries 
o As mentioned, anniversaries, and later ‘significant’ anniversaries may 

have an impact on the school and the pupils.  Such an impact may be 
psychologically on the pupils and staff or simply due to Media 
attention. 
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Appendix 1 - Flow diagram for contacting BCC and onward activity  
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Appendix 2 - Logging information 

A basic log sheet may consist of the following: 
 

Date / 
Time 

Message 
From 

Message To Information given / received (incl contact details) 
Actions Taken 
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A decision log is used for logging decisions taken, including the context and rationale.  The Incident Manager should have a decision log 
(possibly maintained by administration): 
 

Ref. Date / 
Time 

Decision-Maker (name) Decision taken Context & Rationale 
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Appendix 3 - School Closures  

Decisions about school closures will most often be taken in response to:  
 

 Severe weather conditions or other reasons preventing many staff and pupils 
from getting to school safely.  

 Staff or pupil sickness 

 Heating failures.  
 
The decision about a school closure is the responsibility of the Head Teacher but 
having, as far as reasonable and practical, consulted fully with the Chairman of 
Governors and the School Improvement Managers.  Where, for whatever reason, 
consultation is not possible, the Head Teacher can make that decision alone, but 
should notify the Chairman of Governors and the School Improvement Manager as 
soon as possible.  
 
For PRUs, the Head Teacher should contact the School Improvement Manager to 
discuss possible closure.  
 
It is important that any decision to close a school is communicated quickly to all 
relevant parties e.g. parents and Passenger Transport. Schools should confirm a 
school closure by submitting details immediately using the web form in the My School 
area of SchoolsWeb, (www.buckscc.gov.uk/schools). This will then trigger an e-mail 
alert to the Passenger Transport team and to relevant radio stations (as agreed with 
the school).     
 
Parents and Radio stations will be able to access a list of schools that are closed on 
the Parent Zone area of SchoolsWeb accessible from the BCC Learning home page 
at buckscc.gov.uk/learning.  
 
Each school will be advised of the radio station(s) that will receive details of their 
school closures. Parents should be advised of the station(s) that might be expected 
to broadcast this information about the school their children attend.  
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Appendix 4 - Incidents Involving Home to School Transport  

A major incident involving Home to School Transport is defined as an incident to 
which the Emergency Services are called.  The Emergency Services will take control 
of the incident on site.  
 
The County Council Client Transport Team will act as a focus of communications, 
collating information about the incident and relaying it to those who need to know, for 
instance:  
 

 Liaising with the transport contractor and arranging alternative transport, either 
with them or with another operator.  

 Informing the Headteacher(s), School Improvement Manager, Resilience Team 
and other relevant teams within Children and Young People’s Services, 
Transportation and Communication.  

 The School Improvement Manager will arrange for an officer to attend the scene 
and will liaise with the school to ensure that all children involved in the accident 
are accounted for, and that parents are advised of the situation as soon as 
possible.  

 
Should an incident be reported to you, by anyone other than the Client Transport 
Team, please contact them immediately to ensure that they have instigated the 
necessary procedures.  
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Appendix 5 - Personal safety of key-holders  

 
Persons nominated as keyholders may need to attend school buildings following a 
fire or burglary outside school opening hours.  
 
It is particularly important not to put yourself, or others, at risk and keyholders need to 
ensure that they follow simple guidelines as indicated below.  It is particularly 
important for Headteachers to assess any risk keyholders may find themselves in, 
and to agree workable strategies to minimise any risk of harm or injury, e.g.: 
 

 Only attend the site if you consider it safe to do so.  Incidents that may occur at 
night may pose particular risks and keyholders should either be accompanied, 
wherever possible, or attend only whilst the emergency services are in 
attendance or have declared the buildings safe.  

 Keep in touch with someone else where necessary and carry a mobile phone if 
you can.  

 Take a torch and consider carrying a personal attack alarm.  

 It is important for the keyholder to have basic information about the property, 
including knowledge of the location of electrical switch gear, gas stop valves, 
chemical storage etc.  

 Advice on specific issues relating to personal safety and general security matters 
can be obtained from the Assistant Education Officer on 01296 382895. There is 
also a reference section within the Health and Safety Handbook (section 5.7), 
held in My School on SchoolsWeb www.buckscc.gov.uk/schools  
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Appendix 6 - Emergency Response Action Card - examples 

 
Designated emergency point of contact  

 

When alerted  Comment 

Contact emergency services if not already done.   

Activate alarms, if appropriate.   

Contact Incident Manager (if not the same person) / 
IMT 

  

Designate who is to meet the emergency services 
and provide that person with a floor plan with the 
incident location marked. 

  

If evacuated, take the emergency grab bag and 
register to assembly point 

  

Provide support to the IMT as required.   

 
Incident Manager  
 

When Alerted   Comment 

Attempt to clarify what has happened:  

 Name of caller and telephone number they can 
be contacted on  

 Nature of the incident, what has happened?  

 To whom?  

 Where?  

 When?  

 Numbers of those injured or affected  

 Nature of injuries  

 Location of those affected  

 Whether there is still a continuing danger or not  

 What has happened since?  

 Which emergency services are involved?  

  

Start a written activity log of all information 
received, relayed and actions taken.  Decision log 
maintained. 

  

Alert the County Council and determine who else 
needs to be informed of the incident, for example, 
Chairman of Governors.   

  

Establish the Incident Management Team.     

Impact Assessment and follow-on activities 
 

  

During non-school hours, arrange for the school 
premises to be opened up if necessary.  

  

Arrange initial staff / team briefing.     

 

Continuing the response….  
 Comment 

Ongoing impact assessments 
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Continue to collate incident updates and all relevant 
information.  

  

Ensure that all decisions are communicated to 
relevant internal and external parties.  

  

Arrange further regular staff briefings as 
appropriate.  

  

Provision of normal service provision – invoke the 
Business Continuity Plan (managed by the Deputy 
IM while the IM manages the emergency) 

  

Longer term  
  

Give people the opportunity to talk about their 
experiences – utilising advice from the Educational 
Psychologist personnel. 

  

Conduct a debrief meeting.    

Monitor staff and pupils informally.    

Ensure that there are procedures in place for 
referring people to relevant agencies for further 
support.  

  

Continue to keep a record of continuing issues and 
actions.  

  

Advise any new staff of what has happened and 
potential effects so that they can be aware.  

  

 
Deputy Incident Manager 
 

When Alerted   Comment 

Start a written log of all information received, 
relayed and actions taken.   

  

Assist the Incident Manager in alerting colleagues 
and establishing the Incident Response Team.  

  

Help to alert all other staff of the incident.  
  

Continuing the response  
  

Ensure that all staff are aware of each other’s 
incident response role and responsibilities.  

  

Assist the Incident Manager as required.  
  

Help to keep all staff regularly updated.  

  

Organise a staff rota and ensure that staff breaks 
are scheduled.  

  

Monitor staff responses and arrange support where 
necessary.  

  

Continuation of normal schooling where possible / 
monitor implementation of the Business Continuity 
Plan. 
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Administrators  
 

When Alerted   Comment 

Start incident log of information received, relayed 
and actions taken.  

  

Maintain Decision log for Incident Manager 
  

At the School….  
  

Allocate telephone numbers for incoming calls  

 Parents Enquiries  

 Media Enquiries  

 External responding agencies  

 County Council / School Governors And 
designate phones for outgoing lines.  

  

Ensure that staff are aware of designated telephone 
numbers used above.  

  

Ensure that there is a stock of blank log sheets.  
  

Collate relevant information e.g. parent / next of kin 
contact details.  

  

Log all incoming and outgoing calls and ensure that 
messages and notes are passed to the Incident 
Manager and relevant staff promptly.  

  

Maintain a record of any costs incurred, for 
example, extra staff hours, refreshments, transport.  

  

Assist in recording details of visitors to the site and 
in providing means of identification.  

  

Assist the IMT as directed.    

 
Parents Liaison Officer(s)  
 

When Alerted   Comment 

Start an incident log of information received, 
relayed and actions taken.  

  

At the School    

Obtain briefing by Incident Manager and agree 
information/briefing, possibly a prepared text, so 
that a consistent message is given out to all callers.  

  

Confirm contact details and be ready to act as first 
point of contact for incoming enquiries.  

  

Where appropriate, obtain and offer further contact 
numbers for support and additional information.  

  

Ensure that all incoming and outgoing calls are 
logged.  

  

Confirm the Meeting / Greeting Point on site for any 
parents and relatives visiting the school.   

  

Ensure that the names of all visitors are recorded.  
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Make arrangements to ensure that parents / 
relatives are not left alone on site.  

  

Consider the need for additional support for visiting 
parents and relatives, for example, tea and coffee, 
School Clergy.  

  

Where appropriate and if families give their 
consent, offer the contact numbers of other families 
involved in the crisis. (Wherever possible, parents 
of all other children in the school should be warned 
that the school has experienced a crisis and that 
their child may be upset.)  

  

Attend staff briefings and ensure that all information 
and briefings are updated regularly.  

  

 
Facilities Manager 
 

Actions   Comment 

Start incident log of all information received, relayed 
and actions taken.  

  

Check access to and egress from the site for 
visiting parents and consider any special 
instructions which may need to be communicated.  

  

Liaise with the Incident Manager and 
Communications Officer to ensure that media are 
not being intrusive.   

  

Arrange a specific area for media briefings/visitors. 
Ensure there is sufficient segregation.  

  

If necessary, collate plans of school premises and 
relevant information regarding utilities.  

  

Ensure that all staff and visitors are wearing correct 
identification throughout their visit.  

  

 
Media Liaison Officer(s) 
 

Actions   Comment 

Start log of all information received, relayed and 
actions taken.  

  

Liaise with the County Council’s Communications 
Officer and Incident Manager to agree media 
strategy.  

  

Ensure that all relevant parties are aware of your 
contact details and provide first point of contact for 
all media enquiries.  

  

Make arrangements for regular internal 
communication to members of staff.  

  

Prepare briefing notes and media statements in 
conjunction with the County Council’s 
Communication Team and Incident Manager.   

  

Monitor Media and Social Media, identifying themes 
and issues. 
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Appendix 7 - Emergency Plan Checklist  

 
School Details.  

 Address, telephone numbers, fax number, e-mail, etc.  Emergency contact 
information (out of hours).  

 Numbers of students, forms etc.    

 Emergency Contact information up to date and updated as needed; 
authorisations to collect.  

 List of those qualified with relevant / current first aid qualifications.   

 Formal CIT meetings and training sessions – dates.   

 Boarding – related details – out of hours contacts, number of boarders etc.  
 

Hazard Identification.  
“Formal” hazards (schools should consider that these hazards exist and must be 
planned for): 

 Fire / explosion.  

 Bomb threat.  

 External criminal threat (e.g. alert of criminals in vicinity of school).  

 External environmental threat (e.g. down-wind hazards).  

 Intruder within the school.  

 Accidental death / injury of student (at school, away from school but during 
school activities, not on school time).  

 Illness / contagious illness.  

 Overseas trip incident.  

 Other incident (could include death / injury of someone associated to school).  
 
Geographical hazards. Consider vulnerability to:  

 Local area – roads, industry, estates, railway lines, airports, garages, pubs 
etc.  

 What is being transported – mainly commuters / shoppers or trunk road with 
tankers etc.  

 Physical size of school. 
 

Identification of Incident Response Team and definition of roles.  

 Incident Manager.  

 Deputy Incident Manager.  

 Parent Liaison Officer.  

 Media Liaison.  

 Administrators.  

 Facilities Manager.  

 LEA / CC Liaison Officer.  

 Identification of tasks for non-IRT staff.  
 

Identification of location for incident coordination.  

 Telephone communications.  

 Internet access.  

 Fax.  

 Space for administration and briefings.  

 Consider alternate location within school.  

 Consider location at place of safety.  
 

Identification and contact details of organisations and staff.  
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 Incident Response Team members.  

 Local Police station.  

 Local Hospital.  

 Local Primary Care Trust.  

 Local GP surgery.  

 LEA Link Officer.  

 Deputy LEA Link Officer  

 LEA Local Area Office.  

 Educational Psychologists.  

 LEA Schools Service emergency point of contact.  

 BCC Duty EPO contact details.  

 Local Radio station.  

 Local Print media.  
 

Emergency Kits.    
Where kept?  

 Incident control room.  

 Mobile “grab bag”.  

 Place of Safety.  
 

Contents include:  

 Emergency Contact information.  

 Day’s Register.  

 Mobile phone with mains lead / car lead and unlimited usage.  

 High Visibility vests.  

 School Emergency plan.  

 Contact list with essential information.  

 Whistle.  

 Stationery.  

 Log book.  

 Floor plans.  

 Torch with batteries.  

 Radio with batteries.  
 

Class Emergency Kits:  

 Register.  

 Torch and batteries.  

 High visibility vest.  
 

 
School Geography – identification of and mapping:  

 Floor plans.  

 General Security Measures – list – fences; CCTV; lighting; patrols.  

 Access points to school grounds.  

 Access points to school buildings.  

 Car parking.  

 Assembly area for fire drills.  

 Place of Safety / Buddy school. (Consider communications and control)  

 Routes to place of safety.  

 School locations:  
o Sheltering.  
o Quarantine locations.  
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o Parent reception point.  
o “Quiet Room” identified for Recovery phase (either for debriefing or for 

affected students to get away from noise / upsetting stimuli).  
 

Fire Drill Procedures.  
 
Method of alerting Incident Response Team.  

 During school hours.  

 During out of school hours.  
 

Procedures and methods of alerting school community for lockdown.  

 Identification of threat.  

 Informing the school community.  

 Actions of school community.  

 Actions of Incident Response Team.  

 Sustenance etc.  
 
Procedures and methods of alerting school community for shelter.  

 Identification of threat.  

 Informing the school community.  

 Actions of school community.  

 Actions of Incident Response Team.  

 Sustenance etc.  
 
Procedures and methods of alerting school community for quarantine / 
isolation.  

 Identification of threat.  

 Informing the school community.  

 Actions of school community.  

 Actions of Incident Response Team.  

 Sustenance etc.  
 
Procedures and methods of alerting school community for evacuation.  
Identification of threat.  

 Informing the school community.  

 Actions of school community.  

 Actions of Incident Response Team.  

 Actions on finding no reoccupation of school possible.  

 Actions on entering place of safety.  Consider:  
o Accounting for staff and students.  
o Control.  
o Communication with LEA, parents etc  

 Decide further actions.  
 
Procedures for alerting external agencies / organisations.  

 Emergency services.  

 LEA.  

 Educational Psychologists.  
 

Methods of passing information to the school community during an 
incident.  

 
Procedures for informing parents.  
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 Emergency Contact Information current and available.  

 Means of communication.  

 Message to be given.  
 
Procedures for reception of parents at school.  

 Where.  

 When.  

 Procedure for collection.  
 
Procedures for reception of parents at place of safety.  

 Where.  

 When.  

 Procedure for collection.  
 
Procedures for overseas / overnight trip incidents.  

 Policy document.  
 
Procedures for day trip incidents.  

 Policy documents.  
 
Action Cards for the Incident Response Team (Immediate Actions) - for 
procedures specified above.  

 
Media Pack (for release to press, if required).  

 School information, e.g. name of Head, number of students etc   

 Short bibliography of key school personalities.  

 Current brochures (positive “propaganda”).  

 General information of security and emergency arrangements.  

 Photographs of school.  
 
Closure Procedures. 
 
Training. 

 Fire drills.  

 Other emergency procedures.  

 First Aid.  
 
Tabletop exercise/live exercise.  
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Appendix 8 - Useful References 

 
BCC Guidance: 

 Guidance for off-site visits and related activities, with National Guidance and 
EVOLVE. 

 
School Resilience Planning: 

 BCC school emergency planning guidance 

 www.schoolemergencies.info 

 School Resilience Planning – Andrew Fyfe 

 Counter Terrorist Protective Security Advice – National CT Security Office 
(NACTSO): 

 www.nactso.gov.uk/publications (then ‘Crowded Places / Higher and Further 
Education’) 

 Business Continuity for Dummies (Wiley) 
 
General: 

 Thames Valley Community Risk Register: 
http://www.thamesvalleylrf.org.uk/useful-links/publications/risk-register.ashx 

 Environment Agency flood warnings direct 

 Met Office severe weather warnings 
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Annex A - Generic School Resilience Policy 

 
Statement of Intent 
 
In light of the duty of care placed on ……….. School, the School recognises 
and accepts its responsibility to ensure that the school develops and 
maintains a school Emergency Response Plan and Business Continuity Plan to 
safeguard the provision of a high standard of education to those in their care 
in the event of anticipated or unexpected disruptive challenges to school 
business and / or emergencies. 
 
Scope 
1. In recognition of its duty of care to the school community, the School will have an 

emergency response plan and business continuity plan (“resilience plans”) to 
mitigate the impacts of life / limb threatening emergencies and disruptive 
incidents to the school’s business. 

 
2. A school emergency response plan (ERP) will be prepared to mitigate the impact 

of an emergency affecting or threatening to affect the life and / or health of the 
school community both on and off the school premises.  The school emergency 
plan will ensure that there is an incident management system in place that will be 
able to manage the response to any incident. 

 
3. A school business continuity plan (BCP) will be prepared to mitigate the impact of 

disruptive incidents to the school that, although not necessarily threatening the 
life or health of the school community, may have a negative impact on the 
effective functioning of the school.   

 
4. It should be noted that both plans may be required to run concurrently and 

therefore must be compatible. 
 
Responsibilities 
5. The Head Teacher has overall responsibility for ensuring that there are 

appropriate and effective plans. 
 
6. The Head Teacher must nominate an individual4 to prepare both ERP and BCP, 

following the appropriate risk assessments and procedures which they will 
undertake.   

 
7. The Governors / School Board are responsible for oversight of the resilience 

planning programme and its delivery. 
 
Risk Assessment 
8. To inform the resilience planning, a formal risk assessment process and actual 

assessment of hazards / threats has been undertaken (see Appendices 1 and 2). 
 
9. The output from the risk assessment is two-fold: 
 

a. A list of hazards which must be covered by the ERP.  Further analysis of 
these hazards will provide guidance for the emergency response. 

                                                 
4
 To be known as the Resilience Planner, the ERP Planner or the BC Planner, 

depending on context. 
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b. A list of key consequences of hazards / threats that together form the 
Business Continuity Planning Assumptions for the school Business 
Continuity Plan. 

 
10. All staff should be aware of new hazards / threats to the school.  New hazards 

must be properly risk assessed and where necessary appropriate planning needs 
to be incorporated into the school ERP or BCP. 

 
11. The risk appetite for the school has been agreed as low.  Therefore all medium, 

high and very high risks will be assessed in more detail for the ERP and BCP, 
which will be expected to mitigate these risks. 

 
BCM 
12. In order to prepare a school BCP, section 16 (below) identifies a generic list of 

“Mission Critical Activities” (MCAs) that must be continued within their allocated 
timeframe (School to confirm timeframe) or the school will suffer unacceptable 
consequences.   

 
Further MCAs may be identified by the school by following the process in 
sections 13 – 15. 

 
13. Critical activities are those critical activities that the school considers to be so 

critical that they must be restored.  Critical activity criteria includes: 
 

a. Where failure to continue the core activity may cause death or injury to a 
member of the school community or visitor to the school. 

b. Where failure to continue the core activity may have a significant impact 
on the education of the children in the school. 

c. Where failure to continue the core activity may violate a statutory duty. 
d. Where failure to continue the core activity may cause significant 

reputational damage. 
e. Where failure to continue the core activity may result in substantial 

financial losses,  
 
14. Time frames are defined as: 
 

 Recovery Time Objective (RTO) – the target time for the critical activity to 
be restored. 

 Maximum Tolerable Period of Disruption (MTPD) – the maximum length 
of time the critical activity is not continued after which the school and 
Council will suffer significant / intolerable penalties. 

 
15. The impact of the loss of the Critical Activity on the school and its duties should 

also be considered (Business Impact Analysis).  Consider scoring the impact 
against a series of factors that the school consider important.  For example: 

 

 Impact on school children 

 Impact on staff 

 Impact on health and safety 

 Impact on statutory duties 

 Impact on IT and data availability 

 Impact on Finances – income / payments 

 Impact on Reputation 

 Impact on the community 
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 Impact on critical interdependencies 
 

A scoring system might be: 
 

 5 – intolerable 

 4 – High 

 3 – Medium 

 2 – Low 

 1 – Negligible 
 
16. MCAs are those Critical Activities which have an intolerable or sufficiently high 

impact if lost and whose continuation must be within the identified timeframe 
 
17. The following MCAs must be continued in the event of a disruptive incident to the 

school (with recovery time frame if appropriate): 
 

Critical Activity RTO MTPD 

Capability to activate the school ERP  Immediate Immediate 

Protection / recovery of critical documents Immediate 3 days 

Incident Management Capability (non-emergency) 0-3 hours 3 hours 

Capability to continue national examinations  0-3 hours 8 hours 

Capability to continue routine education  3 days 2 weeks 

Other (school to add)   

 
18. Business Continuity should be considered as a matter of best practice for all new 

projects / programmes in which the school is engaged. 
 
Specific BCC support for specific situations 
19. As per ERP (section 7). 
 
20. For the benefit of schools planning and to manage their expectations of support 

in the event of an internal disruption where their BCPs will be required, the 
following table outlines what the Council will do to support the school.  Note that 
several of these must be managed solely by the school. 

 

BC Planning Assumption BCC support available 

Large scale temporary absence of 
staff – up to 35% over a 2-3 week 
period / permanent. 

 N/A 

Denial of site or geographical area 
 

 The Council would expect that the school 
can continue to deliver their MCAs for up 
to 2 weeks without support.   

 If it was immediately obvious that the 
denial of site will last longer than 2 weeks, 
the Council will work with the school to 
identify possible solutions, though the 2 
weeks requirement still stands.   
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BC Planning Assumption BCC support available 

Loss of Information Technology (IT) 
 

 The Council provides much of the IT 
infrastructure and they will work to 
reinstate it as soon as possible, however, 
schools should understand that they need 
to plan to work without IT for as long as it 
takes to do so. 

 This would mean losing email, internet 
and intranet. 

Loss of electronic communications 
 

 The school should plan to continue their 
MCAs without landline or mobile phones.   

Loss of mains electricity 
 

 N/A 

Disruption to transport 
 

 Disruption to transport may cause a 
disruption of the home to school transport 
service.  This will be rectified as soon as 
possible. 

Loss of mains water and sewerage 
 

 N/A 

Loss of availability of oil and fuel 
 

 N/A 

Loss of gas 
 

 N/A 

 
Training and exercising 
21. All staff must be trained in both the ERP and BCP response.  Full training should 

be repeated annually to ensure currency. 
 
22. Induction of new staff must include training in the ERP and BCP response. 
 
23. Exercises should be held if no live incidents have taken place.   Both the ERP 

and the BCP should be exercised annually. 
 
Review & Maintenance 
24. The school ERP, BCP and accompanying paperwork must be reviewed by the 

author every six months or more regularly under the following conditions: 
 

 To update contact information. 

 Following reorganisation within the school. 

 In response to a significant newly identified hazard and risk assessment. 

 In response to lessons learned from an incident or exercise, experienced 
either directly or indirectly. 

 
Policy approval and review 
25. This policy is effective from ……. and will be reviewed annually. 
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Appendix 1 - Resilience Planning Risk Assessment Process 
 
Overview 
To inform of the hazards and threats for which the School must prepare Resilience 
Plans, the School has undertaken the following risk assessment. 
 

The purpose of this risk assessment is to identify which hazards / threats5 are the 

most likely, or with a higher impact, and therefore need to be considered for 
resilience planning purposes.  A proposed risk assessment is included at the end of 
this appendix. 
 
Hazards 
There are a number of hazards that, because of their nature and the vulnerability of 
the school community, must be considered, and planned for, in the school ERP.  
These are: 
 

 Fire / explosion at the school 

 Accidental death or injury on school premises 

 Violent intrusion into the school – ongoing 

 Violent intrusion into the school – incident over 

 Multiple illness / contagious disease during school hours 

 Criminal threat reported in vicinity of school (but not yet on school grounds) 

 Industrial hazard / toxic plume in the vicinity of the school 

 Incident during school activities off the school premises (e.g. school trip) 

 Accidental death / injury not during school hours and not on school premises 
 
The school resilience planner will need to identify other local hazards and conduct a 
risk assessment on these as below.  Such hazards may include: 

 Floods from river / surface water 

 Severe weather (snow, storms, floods, dense fog, high wind, heat wave, 
drought) 

 Local industrial sites 

 Nearby major transport routes 

 Community hazards 
 
Due to the nature of BCM, with its focus on the continuation of Critical Activities 
rather than response to life / limb threatening incidents, a wider range of business 
disruptions will be considered.  Therefore, on top of those already identified for the 
ERP, the risk assessment includes the following causes of business disruptions: 
 

 IT server failure 

 Telephone / mobile phone failure 

 Electricity failure 

 Water shortage 

 Staff illness / flu epidemic 

 Flu pandemic 

 Severe weather event – gale / storm / snow / cold 

 Fuel shortage / disruption 

                                                 
5 Hazards are generally considered to be either accidental or non-malicious man-
made events, whereas threats are considered to be malicious events. 
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Further analysis of these hazards will identify their generic consequences.  The BCP 
will identify strategies / activities that will mitigate these consequences whilst 
continuing the delivery of Critical Activities within the allocated timeframe. 
 
Method 
The risk assessment has been based on a standard risk matrix utilising scales of 
impact and likelihood. 
 
The impact scales range from: 

 Insignificant 

 Minor 

 Moderate 

 Significant 

 Catastrophic 
 
The likelihood scale ranges from: 

 Negligible 

 Rare 

 Unlikely 

 Possible  

 Probable 
 
The resulting risks will range from: 

 Low (L) 

 Medium (M) 

 High (H) 

 Very High (VH) 
 
The following table shows the risk matrix with the scales and respective risk level: 
 

 
 
 
I 

m 
p 
a 
c 
t 

Catastrophic 
(5) 

M H VH VH VH 

Significant 
(4) 

M H VH VH VH 

Moderate 
(3) 

M H H H H 

Minor 
(2) 

L M M M M 

Insignificant 
(1) 

L L L L L 

 Negligible 
(1) 

Rare 
(2) 

Unlikely 
(3) 

Possible 
(4) 

Probable 
(5) 

 Likelihood 

 
Risk Appetite 
Risk appetite is the name given to the formally accepted decision about what level of 
risk is “acceptable” to the school, based on the prioritisation of risks – very high being 
the highest priority.   
 
The school policy (section 11) states that the risk appetite is low therefore the 
resilience planner will need to consider all risks that are ‘very high’, ‘high’ and 
‘medium’. 
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Using the results 
A generic school risk assessment is included at Appendix 2.  This format identifies 
the risk (by relating impact to likelihood) which prioritises the relative importance of 
each hazard. 
 
The template assesses the likely consequences and impact of each hazard / 
disruption to create an overall risk which will help to inform the planning process.   
 
Finally, the template shows what plans are required to mitigate the hazard / 
disruption and what plans may already exist. 
 
Risk Assessment for BCM 
With regards to BCM, the key feature is the consequence of a hazard, not the hazard 
itself.  This is because the focus of BCM is the continuation of the Critical Activity and 
not specifically the mitigation of the hazard.  The same consequence could be 
caused by a number of different hazards – for example, an evacuation could be 
caused by fire, explosion, flooding etc.   
 
BCM focuses on continuing whatever is critical to the school – for example, 
continuation of examinations, rather than how the fire will be put out. 
 
To that end, there are a number of generic consequences that will be used by the BC 
planner.  These are: 
 

 Large scale temporary absence of staff – up to 35% over a 2-3 week period / 
permanent. 

 Denial of site or geographical area 

 Loss of Information Technology (IT) 

 Loss of electronic communications 

 Loss of mains electricity 

 Disruption to transport 

 Loss of mains water and sewerage 

 Loss of availability of oil and fuel 

 Loss of gas 
 
If the analysis of risks raises other consequences, then these should also be 
included. 
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Appendix 2 - Generic Risk Assessment for Schools 
 

Hazard I 
 

L Risk Consequences - Examples Control Measures  
 

Minor fire on premises 3 4 Medium 
 

Threat to life / limb; short-term and no-notice 
loss of access to school (up to 1 week); 
permanent loss of files, equipment, 
resources, projects, course work etc.  

Fire evacuation drills; 1st aid procedures 
ERP; BCP 

Serious fire on premises 4 3 Very High Threat to life / limb; longer term and no-notice 
loss of access (over 1 week); loss of IT; 
permanent loss of files, equipment, 
resources, projects, course work etc; serious 
impact on ability to carry out education.  

Fire evacuation drills; 1st aid procedures 
ERP; BCP 

Explosion on premises 4 3 Very High Threat to life / limb; longer term loss of 
access (over 1 week); possible damage to IT 
server; damage to / loss of files, equipment 
and resources; serious impact on ability to 
carry out service provision. 

Fire evacuation drills; 1st aid procedures 
ERP; BCP 

Incident during school activities off 
the school premises 
 

4 4 Very High Threat to life / limb; management of incident; 
management of remainder of school 
community; information to parents; media 

ERP; BCP; specific educational visit 
plan; 1st aid procedures 

Accidental death or injury on 
school premises 
 

4 4 Very High Threat to life / limb; management of incident; 
management of remainder of school 
community; information to parents; media 

ERP; BCP; 1st aid procedures 

Violent intrusion into the school – 
ongoing 
 

5 2 Medium Threat to life / limb; management of incident; 
management of remainder of school 
community; information to parents; media 

ERP; BCP; 1st aid procedures 

Violent intrusion into the school – 
incident over 
 

5 2 Medium Threat to life / limb; management of incident; 
management of remainder of school 
community; information to parents; media 

ERP; BCP; 1st aid procedures 



Buckinghamshire County Council – Emergency Planning Guidance for Schools 

 
Version 3.1, Jul 17 

53 

 
Hazard I 

 
L Risk Consequences - Examples Control Measures  

 

Multiple illness / contagious 
disease during school hours 
 

4 3 High Threat to life / limb; management of incident; 
management of remainder of school 
community; information to parents; media 

ERP; BCP 

Criminal threat reported in vicinity 
of school 
 

2 4 Medium Management of incident; management of 
remainder of school community; information 
to parents; media 

ERP; BCP 

Industrial hazard / toxic plume in 
the vicinity of the school 
 

3 3 Medium Threat to life / limb; management of incident; 
management of remainder of school 
community; information to parents; media 

ERP; BCP 

Accidental death / injury not during 
school hours and not on school 
premises 

2 4 Medium Management of information to school 
community; information to parents; media 

ERP 

Flooding at office (pipes) – not life 
threatening 

2 3 Medium Loss of access to part of premises; possible 
loss of files, equipment, resources; possible 
loss of electricity / ICT. Possible evacuation. 

BCP; routine school closure procedures 

IT server failure 3 3 Medium Loss of electronic files / course work; e-mail 
communication capability; possible loss of 
telephony; loss of intranet and internet 
publishing; loss of software, including specific 
programmes   

BCP; server back-up procedures. 

Telephone / Mobile phone failure 3 2 Medium Loss of communication; impact on 
emergency response capability; possible loss 
of some email / IT connectivity with 
customers / public / staff. 

BCP 

Electricity failure 3 4 High Loss of IT, communications; loss of ability to 
purchase (SAP); loss of lighting – health and 
safety risk; loss of water – pumping; loss of 
lifts; loss of heating; requirement to close? 

BCP; routine school closure procedures 
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Hazard I 

 
L Risk Consequences - Examples Control Measures  

 

Water shortage 2 2 Medium Health and hygiene – staff cannot work from 
the office. Need to provide alternative / 
temporary closure. 

BCP; routine school closure procedures 

Staff illness / flu epidemic 4 5 Very High Lack of staff through illness or caring for ill; 
students cannot attend.  Replacement staff 
may not be available due to illness in the 
community.  Absences for approximately 10-
14 days 

BCP 

Flu pandemic 5 4 Very High Lack of staff through illness or caring for ill; 
tasks cannot be completed due to absence of 
critical staff; replacement staff may not be 
available due to illness in the community; 
demands from community may be excessive 
and increasing; need to support NHS; 2nd & 
3rd degree impacts may include severe social 
disruption to food, utilities, fuel etc 

BCP 

Severe weather event – snow / 
cold / storm 

5 4 Very High Loss of access to premises for school 
community; inaccessible equipment, files, 
resources; minimal road traffic possible; 
impact on outside organisations; need to 
clean school area 

BCP; routine school closure procedures 

Fuel shortage / disruption 2 3 Medium Some staff cannot get to school; some 
students cannot get to school; impact on 
school bus services; 2nd & 3rd level impacts 
on community and vulnerable. 

BCP; possible routine school closure 
procedure 
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Annex B - Training and Exercising  

 
Introduction   
Training and exercising are vital parts of the emergency planning process to 
ensure that individuals are familiar with their emergency response roles.   
 
Training is more personnel focused, aiming to provide staff with the required 
information about the policy and plan and enhancing their knowledge, skill and 
experience. Training provides the foundation upon which exercising can then 
take place.  

 
Training 

 
All staff should be trained in the emergency plan and how it is implemented. 
Those with a specific role should undertake specific training in that role – and any 
other that their position may deputise for.  For example, Deputy Incident Manager 
should train in the role of the Incident Manager. 

 
Certain specific skills will be useful for the staff and their specific roles and would 
also be a useful tool for generic professional development.  These include: 

 

 Emergency planning and preparation training 

 Educational visit planning and preparation training 

 Media training (for designated media officer) 

 First Aid training (for all – and would be a useful life skill for older children as 
well) 

 Psychological First Aid – how to speak to those who have just suffered 
trauma; recognition of the signs and symptoms of post-traumatic stress and 
an understanding of how to signpost an individual to receive professional 
support; another life skill best learnt prior to an emergency. 

 School Business Continuity Management training 
 

Exercising 
Exercising can be used to test and validate the plan in all aspects, not just the 
human response but also physical and organisational capability to deal with a 
major incident, or it can concentrate on specific components.   
 
Exercises are usually designed to:  

 Clarify roles and responsibilities.  

 Improve co-ordination.  

 Improve individual response/proficiency and build confidence.  

 Test plans and systems.  

 Identify resource gaps.  

 Identify areas for improvement.  
 
The main types of exercises are:  
 

 Workshop: 
o Generally low cost activities that can incorporate specific training 

about the organisation and procedures that would be invoked in 
responding to an incident.  

o Participants talk through scenarios, exploring all aspects in order to 
provide information for the ERP or to validate it. 
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o The emphasis is on problem identification and solution finding as a 
group.  

o Discussions may focus on one specific aspect of the response or they 
may look at a wider remit.  

o This type of event can also bring staff together to inform them of 
current developments and thinking.   

 

 Table top exercises 
o Table top exercises are a cost effective and efficient method of 

validating / testing plans, procedures and people in a more 
pressurised environment.  

o Participants are provided with a scenario followed by a series of 
updates (known as “injects”) and asked to discuss their roles and 
responsibilities and to agree their overall response within a given 
timescale.  

o This can engage players imaginatively and generate some degree of 
realism.  

o Participants will test key procedures while working alongside those 
with whom they may be responding in an emergency.  

o An element of media awareness can be introduced under controlled 
conditions, such as the preparation of press releases at the tactical 
level.  

 

 Live exercises   
o Live exercises range from a small-scale test of one component of the 

response, such as evacuation or lockdown procedures - through to a 
full-scale test of the whole organisation's response to an incident.  

o They can demand a high level of resources in planning and 
conducting the exercise but provide an excellent means of testing 
factors such as communications or equipment in a realistic 
environment. 

 
Choosing a Scenario  
Developing a realistic scenario will ensure that participants will take the exercise 
seriously. The exercise should also have a realistic timescale. Compressing too 
much action into a short period degrades effectiveness and the learning process.   
 
Four example scenarios are available for schools to use – located in the My 

School area of SchoolsWeb (www.buckscc.gov.uk/schools)  

 
In the unfortunate event that another school has an emergency, it would be a 
useful exercise to consider how your emergency plan would have stood up to the 
situation, by using that scenario.   
 
Timescales  
A decision to be made at an early stage is whether the exercise will flow in real 
time or consist of "snapshots" - i.e. a series of descriptions of how the scenario 
has progressed over time. For example, participants may spend a relatively short 
time considering the immediate actions to be taken before moving to a scenario 
"X hours into the incident" so that recovery issues can feature.  

 
Controlled or Free Play  
In controlled exercises, the scenario and all injects are pre-scripted. The 
evolution of the exercise is tightly managed. This can be a very thorough way of 

http://www.buckscc.gov.uk/schools
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testing specific aspects but may not evaluate whether a plan is sufficiently flexible 
to deal with the unexpected.  
 
Free play exercises are much more spontaneous. Once the opening scenario has 
been established, the participants' actions dictate subsequent events. This 
requires a large directing staff, a comprehensive scenario and access to much 
more background information. Although these can be stimulating in terms of 
realism and having to cope with the unexpected, it is possible that whole areas of 
a plan which require validation may be by-passed.  
 
It is possible to combine control with a degree of free play in order to test both 
plan flexibility and the validity of any pre-identified aspects.  
 
Post Exercise Evaluation  
A review of the responses to an exercise is essential. It provides an opportunity 
to evaluate efficiency, to learn from the experience gained and also assists in 
future planning, training and exercises. This process can be achieved by: 
 

 Hot debrief – this takes place immediately after the event and is a useful way 
of capturing instant reaction.  

 Structured debrief – this takes place after a short interval to examine the 
exercise outcomes under a series of headings e.g. alerting, initial response, 
coordination, message flow, logging, media response, resources etc. All 
participants should be given the opportunity to comment on what went well, 
what did not go well and what they would do differently in the future and why.  
Actions point can be identified and responsibilities/timescales allocated.  

 Post Exercise Report – providing a clear and concise summary this may 
include an overview of:  

o Aims and objectives.  
o A description of the scenario.  
o A summary of the planning process.  
o Directing staff observations and debrief outcomes.  
o Lessons identified 
o Process to be used to write those lessons into the revised ERP, 

training and exercising. 


